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INTRODUCTION: 

The purpose of this policy is to ensure that the information at Harbury Surgery holds is kept secure and confidential. The practice has a legal obligation to comply with appropriate legislation in respect of Data Security, Information Security and IT Security.
OBJECTIVES: 

Confidentiality, Integrity and Availability 


The purpose of the security policy is to preserve: 


Confidentiality: 
Data access is confined to those with specific authority to 



view the data.


Integrity: 

All information systems operate correctly according to 



specification. Data must not be unexpectedly modified, 



either accidentally or wilfully. 

Availability: 

Information available when required. 

SCOPE:

Information Security policy is intended to support the protection, control and management of the organisation’s information assets. These policies are required to cover all information within the organisation which could include data and information that is: 

• Stored on databases 
• Stored on computer and 
• Transmitted across internal and public networks 
• Printed or hand written on paper, white boards etc. 
• Sent by facsimile (fax), telex or other communications method 
• Stored on removable media such as CD-ROMs, hard disks, tapes and other similar media 
• Stored on fixed media such as hard disks and disk sub-systems 
• Held on film or microfiche 
• Presented on slides, overhead projectors, using visual and audio media 
• Spoken during telephone calls and meetings or conveyed by any other method 

This policy applies to all information, information systems, networks, applications, users of Harbury Surgery. 
 

Each individual is responsible for establishing procedures to implement these policies within their areas of responsibility, and for monitoring compliance. 

RESPONSIBILITY:

The policy applies to the all staff working in the practice Inc doctors, managers and receptionists. 


Practice Manager is responsible for ensuring that their permanent and temporary staff and contractors are aware of: 

· Practice manager is responsible to draft and maintain the information security policy. Practice manger will update the policy once in a year. 
· The information security policies applicable in their work areas. 
· Their personal responsibilities for information security 
· How to access advice on information security matters
All staff shall comply with information security procedures including the maintenance of data confidentiality and data integrity. If any staff come aware of any breach should notify to the Practice Manager. Failure to do so may result in disciplinary action. 


Each member of staff shall be responsible for the operational security of the information systems they use.

 
Each system user shall comply with the security requirements that are currently in force, and shall also ensure that the confidentiality, integrity and availability of the information they use are maintained to the-highest standard.
STORAGE OF INFORMATION:
The requirement to comply with this legislation shall be devolved to employees, who may be held personally accountable for any breaches of information security for which they may be held responsible. The surgery complies with the following legislation and other legislation as appropriate: 


• The Data Protection Act (1998) 
• The Data Protection (Processing of Sensitive Personal Data) Order 2000. 
• The Copyright, Designs and Patents Act (1988) 
• The Computer Misuse Act (1990) 
• The Health and Safety at Work Act (1974) 
• Human Rights Act (1998) 
• Regulation of Investigatory Powers Act 2000 
• Freedom of Information Act 2000 
• Health & Social Care Act 2001
INVESTIGATING BREACHES IN DATA SECURITY: 

• To logon to the system, each individual has to login by their user details. Any type of communication “Call to patient, Prescription issue or consultation with a doctor or nurse” with a patient will be recorded on the system. Practice is fully computerized and do not use patient paper record unless it is necessary. 


• In case, anyone has to use paper record doctor will ask a receptionist to bring the patient record into doctor’s room. Receptionist will get the record from the filling cabinet. Patient’s paper records are kept in filling cabinet by the reception corridor. 


• IT training is compulsory to provide to all new staff on couple of days. All staff has training if there is any changes into clinical system

INVESTIGATING BREACHES IN DATA SECURITY


If any staff member notice any breaches in Data Security it should be reported to Practice Manager. Staff can report the breach in writing. Where practice will follow the disciplinary procedure.

ANTI VIRUS PREVENTION:
To prevent the introduction of computer viruses it is advised that no computer software other than that supplied or authorised by the service desk is installed on PC’s attached to the IT network supported by the NHS. Practice staff must be aware of the dangers of opening email attachments, and installing software or viewing files from unknown or unverified sources.

ANTI VIRUS PROTECTION:

The ICT will provide anti-virus software and licenses for all workstations.  The ICT will also fund anti-virus software for the server, purchased through the system supplier.

The General Practice will not adjust the configuration of the anti-virus software unless through agreement with the service desk.

ANTI VIRUS REMOVAL

The IT service desk will provide advice and assistance in removal of virus infections; however it is the responsibility of the practice to ensure that all viruses are isolated and removed.

PASSWORDS:
All practice staff has a unique and confidential passwords, including Smart Cards to logon to computer system. Staffs are advised not to write passwords on any paper. Passwords for clinical system will be expired by itself after 30 to 90 days and a reminder will come on screen to change the password. All staff has got their own smart cards. No one is allowed to use someone else smart card.
BACKUPS AND VERIFICATION
· Servers should not be used as regular workstations for any application.

· Access to servers should be authorized and all server access should be recorded in a dedicated logbook – use a locked security cage.

· Use a shared drive on a networked server for all data wherever possible.

· There is a documented procedure for the weekly backup of the server with the backup of EMIS WEB run overnight.

· The backup tapes are stored off site each week with the validated tape being stored in a fireproofed safe.

· Warwickshire PCT validation service is used every 3 month intervals.

· There is a 4 tape system ensuring that, even if the back-up procedure fails, the loss of data is reduced.

· The server is sited away from risk of accidental knocking, spillage of drinks, leaking pipes, overheating due to radiators and be inaccessible to the public.

· Where a PC is standalone, ensure that the hard drive is backed up regularly and any confidential data is password protected.

Kim Fitzharris will be responsible for weekly monitoring of the back-up and will safe in fireproof safe where it is kept safely and returned.

In the event of the absence of the nominated person Asim Arif Practice Manager will assume responsibility for this procedure.

4 backup tapes are available labelled 1-4 and are used in rotation. The tapes are renewed every 12 months.

Each morning the Practice Administrator will check the backup routine event log:

· Open backup job monitoring on screen. 

· Check that the event log for the previous night (shown by date) shows 100% with no errors.  If any failure is reported, contact EMIS WEB support 
· The date, tape used, is in the backup tape log located in Asst Practice Manager’s office.

· On Monday each week the tape is changed. Log details of which numbered tape is used in the folder.

· Remove the most recent tape and ensure it is stored.

In the event that clinical data restoration is required, contact the EMIS web Support in the first instance on 0845 1222333 or IT support desk on 01926 608080  for guidance before proceeding further.

TRANSMITTING PATIENT DATA
b) Transfer of patient records:


When a patient is removed from list, patient paper records (Lloyd George) will be taken out and electronic record will be printed out. This record will be sent to Health Authority in blue bag. Blue bag will be collected on Tuesdays by assigned person from Health Authority.

c) Copies of Patient Notes & Letter:


If a copy of patient record is requested by Solicitor, Hospital or any other origination it will be sent by recorded delivery. All photocopies of patient records request will be passed to Practice Manager before notes are photocopied and posted. Invitation to patients to attend clinics will be send by normal delivery.

d) The internet


 Please refer to practice handbook
e)  Email

· Usage of external email (i.e. email over the internet or NHSnet) to be solely for business purposes 

· Incoming emails and any attachments must be checked for viruses/automatic virus checking must not be circumvented. Anti virus software must be kept up to date

· Emails (both internal and external) must not contain unsuitable information or attachments e.g. defamatory/discriminatory/bullying/harassing material or comments 

· All emails sent externally must include a standard disclaimer (an example is shown below)
· Any confidential information (especially patient identifiable information) sent in an email must be encrypted

· You must not reveal or publicise confidential or proprietary information about the Practice

· You must not represent personal opinions as those of the Practice

· Care must be take in addressing emails (especially when using ‘copies to’, address books and distribution lists) to ensure that emails are sent only to the intended recipients

· You must not access, change, or use another person’s username/password/email account or files for which you do not have explicit authorisation. If you are asked to check someone else’s email (e.g. when that person is on holiday or off sick), this must be authorised by Asim.

· Email usage and content may be monitored to ensure compliance with the Policy

· Penalties for mis-use include withdrawal of access and if necessary the implementation of the appropriate policy for Harassment[*] or Discrimination[*] or the Practice’s Disciplinary Procedure[*]
Email disclaimer

The following disclaimer must be appended to every external email sent from the Practice.


E-MAIL DISCLAIMER - IMPORTANT INFORMATION

The contents of this e-mail are confidential and protected by copyright.  The email is intended for the named addressee only. If you are not the named addressee (or a person acting on behalf of and with the authority of the addressee) and have received this e-mail by mistake any copying, disclosure or dissemination of the contents of this e-mail to any third party is strictly forbidden by the sender. If you have received this e-mail in error, please contact the sender immediately by return of e-mail (xxx@xxxxx.xxx.xx) and then delete this e-mail and destroy any copies thereof. Please also note that Harbury Surgery endeavours at all times to keep its network free of viruses. You should, however, scan this e-mail and any attachments to it for any viruses. Harbury Surgery will not be held responsible for any viruses which may be transmitted upon receipt of this e-mail or the opening of any attachment thereto. Unless otherwise stated, any views or opinions presented are solely those of the author and do not necessarily represent those of Harbury Surgery. Emails may be monitored.
f) Fax disclaimer

The following disclaimer must be appended to every external email sent from the Practice.


FAX DISCLAIMER - IMPORTANT INFORMATION

The contents of this Fax are confidential and protected by copyright.  The fax is intended for the named addressee only. If you are not the named addressee (or a person acting on behalf of and with the authority of the addressee) and have received this fax by mistake any copying, disclosure or dissemination of the contents of this fax to any third party is strictly forbidden by the sender. If you have received this fax in error, please contact the sender immediately by return of fax 01926 612991 and then discard this fax and destroy any copies thereof.

g) Telephone Communication:

No information will be given to anyone regarding patient over the phone. If Practice receive a call from hospital staff must ask for a written request to be faxed. After confirmation with PM and certain check information can be faxed.

This is practice policy that information about patient should not be disclose in front of other family member (Unless agree). Practice are in any situation should not disclose weather a patient is in practice or not. No message other then to ring back surgery should be left on answering machine. This is practice policy that staff should not discuss patient matter outside practice or loudly so that other people can hear.

NOTE: This process will be monitor by Asim on certain occasion. Staff will be dealt strictly for breach of confidentiality.

BUSINESS CONTINUITY 

Please see Business continuity Policy.
PROTECTION AGAINST PHYSICAL HAZARDS

Water

· Check that the PC or server are not at risk of pipes and radiators which, if damaged, could allow water onto the equipment

· Do not place PCs near to taps/ sinks

· Do not place PCs close to windows subject to condensation and water collection on windowsills

· Ensure that the PC is not kept in a damp or steamy environment

Fire and Heat

· Computers generate quite a bit of heat and should be used in a well-ventilated environment.  Overheating can cause malfunction, as well as creating a fire hazard

· Try to place the PC away from direct sunlight and as far as possible from radiators or other sources of heat

· Normal health and safety protection of the building against fire, such as smoke alarms and CO2 fire extinguishers should be sufficient for computers.  If backup tapes are kept on the premises they must be protected against fire in a fireproof safe

· Have the wiring and plugs checked annually

· Ensure that ventilators on computers are kept clear

· Do not stack paper on or near computers

Environmental Hazards

Computers are vulnerable to malfunction due to poor air quality, dust, smoke, humidity and grease.  A normal working environment should not affect safe running of the computer, but if any of the above are present consider having an air filter.  Ensure that the environment is generally clean and free from dust.

Power Supply

Protect against power surges by having an uninterrupted power supply fitted to the server.

In the event of the premises becoming unusable, a pre-tested ‘IT Disaster Recovery Procedure’ needs to ensure that systems can be run off site, including replacement hardware.

Protection against Theft or Vandalism via Access to the Building

In addition, the following precautions should be considered to protect the building, such as: 

· Burglar alarm with intruder monitor in each room

· Locks on all downstairs windows

· Appropriate locks or keypad access only, on all doors

· Seal off separate areas of the building e.g. reception area should have shutters and a lockable door, and all separate rooms should be locked when the building is unoccupied

· Where the building is not fully occupied e.g. during out of hours clinics, only the required rooms and corridors should be accessible to the public e.g. admin areas and consulting rooms not in use to be kept locked

· Ensure there is a clear responsibility for locking the doors and securing the building when unoccupied

· Ensure any keys stored on site are not in an obvious place and any instructions regarding key locations or keypad codes are not easily accessible

· Have a procedure for dealing with unauthorised access during opening hours

· Ensure keypad codes and alarm codes are changed regularly (monthly) especially after staff leave employment

· Ensure that there is appropriate insurance cover where applicable

· Use bolt-down security server cages

· Do not store patient identifiable information on PC equipment which is not contained in a secure area

· Maintain a separate record of hardware and software specifications of every PC in the building

· Specific precautions relating to IT hardware are:

· Use security locks to fix IT hardware to desks to prevent easy removal

· Locate PCs as far away from windows as possible

· Clearly ‘security mark’ all PCs and all parts of PCs i.e. screen, monitor, keypad.

· Have an asset register for all computer equipment, which includes serial numbers

· Ensure every PC is password protected

Mobile Computing

(Currently no Mobile computing used)
Particular precautions need to be taken with portable devices, both when they are used on site and when taken offsite.  

On-site

Laptops and any other portable devices are more vulnerable than PCs, because they are easier to pick up and remove and therefore more desirable to the opportunist thief.  It is also less likely, in some circumstances, that their loss will be noticed immediately.  However, because of their size, it is possible to provide extra protection:

· When the device is not in use, it should be stored in a secure location

· Where it is left on the premises overnight, it should be stored in a locked cupboard or drawer

· Where the device is shared, have a mechanism for recording who is responsible for it at any particular time

· Patient or personal identifiable information should not be contained on laptops or other portable devices or removable storage devices

In transit

Computers should not be left unattended in cars.  Where this is unavoidable, ensures that the car is locked and the computer is out of site in the boot or at least covered up if there isn’t a boot.

The responsible staff member should take the device with them if leaving the vehicle for any length of time.

Use in a Public Place

· The device should remain with the member of staff at all times

· Care should be taken when using the device that confidential data cannot be overlooked by members of the public e.g. on public transport

Use in a Patient’s Home

· The device should have a password protected screen saver

· The device should remain with the member of staff at all times

· Care should be taken that confidential data cannot be seen by other members of the family / carers

Use on other premises (e.g. outreach clinic)

· The device should remain with the member of staff at all times

· When the device is not in use it should be stored in a secure location

· Where it is left on the premises overnight, it should be stored in a locked cupboard or drawer

Home Working

In some instances it may be appropriate for a member of staff to work at home.  Careful consideration needs to be given to the following issues:

· Will the member of staff be using their employers PC or their own?

· Will the member of staff have dial in access to the organisation’s systems?

· Will the member of staff be using the organisation’s confidential data for work purposes or for the individual’s own purposes (coursework, research etc)?

· Does the staff member require separate registration under the Data Protection Act?

Under no circumstances will patient or personal identifiable information be permitted to be removed from the premises in any format without the express permission of the Data Controller. Work at home is anticipated to relate to administration or non-personal information only.

Employee’s own PC with dial in access

The following should be considered:

· Ensure that strong authentication is in place

· Ensure that data is not held on the computer hard drive

· Ensure that other modems are not attached to the computer, as this invalidates the organisations “code of connection” and places the systems security at risk

· Disposal of printouts of confidential data generated at the employee’s home

SMART CARDS

Where access to the clinical or other systems is to be controlled via the issue of a Smart Card the following will apply;

· Smart cards are issued to an individual on a named basis and are for the use of that person only.

· The access level relating to an individual is personal and must not be shared or otherwise made accessible to another member of staff

· The Smart Card is to be kept under the personal control of the individual to whom it has been issued at all times and must not be left inserted into a smart card reader when the individual is not present.

· The Smart Card will normally be held on a neck cord or other similar device to ensure that it remains with the owner.

· On leaving a terminal the Smart Card is to be removed on every occasion.

· Staff members are not to leave their cards on the premises when they leave work

· Staff members leaving their cards at home will be required to go and collect it.

· Staff members sharing Smart Cards on more than one occasion will be considered for disciplinary action in accordance with the practice’s normal procedures. This would normally be after an informal warning.

· Staff members must report the loss of a card to the Practice Manager as soon as it is known that the card is missing.

· Smart Cards will not normally be handed over between individuals. In the event of a staff member needing to relinquish a card (e.g. over a holiday period) then this will be passed back to the Practice Manager who will log the transfer and retain the card securely.

sAfe havens

Secure transfers of personal data

Introduction:

Every day the Health Service collects vast amounts of information, this could be about you, your family, friends, neighbours or people that you know, but the majority of this information will belong to total strangers that you are unlikely to ever meet.  This information is not the property of the Health Service it belongs to the people that it has been collected from. The Health Service is merely the custodian, as custodians we are responsible for the safe keeping and security of all information that comes into our keeping.

As a data collector and information user you are responsible for ensuring that you handle this information with care and respect. It is your responsibility to protect this information from those who are not authorised to use it or view it. You must ensure that whilst in your care you have done everything possible to protect this information, and comply with the Caldicott Principles and Data Protection requirements. 

These guidelines will hopefully increase your awareness of some of the problems you may encounter when sending transferring/transmitting personal information and help you ensure that you have done all that you can to keep the information you wish to transmit as secure as possible.

Definitions:

· Safe Haven:

The term safe haven is term used to explain either a secure physical location or the agreed set of administrative arrangements that are in place within the organisation to ensure confidential personal information is communicated safely and securely. It is a safeguard for confidential information which enters or leaves the organisation whether this is by fax, post or other means. Any members of staff handling confidential information, whether paper based or electronic, must adhere to the safe haven principles.

· Personal information:

Personal information is information about a person which would enable that person’s identity to be established by one means or another. This might be fairly explicit such as an unusual surname or isolated postcode or bits of different information which if taken together could allow the person to be identified. All information that relates to an attribute of an individual should be considered as potentially capable of identifying them to a greater or lesser extent.

· Sensitive Personal Information:

Sensitive personal information is a category of personal information that is usually held in confidence and whose loss, misdirection or loss of integrity could impact adversely on individuals, the organisation or on the wider community, for example, where the personal information contains details of the individual’s:

· Health of physical condition

· Sexual life

· Ethnic origin

· Religious beliefs

· Trade union

· Political opinions

· Criminal convictions

For this type of information even more stringent measures should be employed to ensure that the data remains secure.

Requirements for Safe Havens /Location/ Security Arrangements

If confidential information is received to a specific location in the Practice:

· It should be to a room/area that is lockable or accessible via a coded key pad known only to authorised staff. 

· The room/area should be sited in such a way that only authorised staff can enter that location i.e. it is not an area which is readily accessible to all members of staff working in the same building or office, or to visitors.

· If the room/area is on the ground floor any windows should have locks on them.

· The room/area should conform to health and safety requirements in terms of fire, flood, theft or environmental damage.

· Manual paper records containing personal information should be stored in locked cabinets when not in use.

· Computers should not be left on view or accessible to unauthorised staff and should have a secure screen saver function and be switched off when not in use.

· Equipment such as fax machines should have a code password and be turned off out of office hours, (if possible).

Communication by post:

· Written communications containing personal information should be transferred in a sealed envelope and addressed by name to the designated person within each organisation. They should be clearly marked “Personal and Confidential - to be opened by the recipient only”.

· The designated person should be informed that the information has been sent and should make arrangements within their own organisation to ensure that the envelope is delivered to them unopened and that it is received within the expected timescale.

· If an organisation has a policy that all mail is to be opened at a central point this policy must be made clear to all partners. An alternative means of transfer should be arranged where it is essential that the information is restricted to those who have a need to know.

· The personal information contained in written transfers should be limited to those details necessary in order for the recipient to carry out their role.

Communication by email:

· Transfer of personal information by email should be avoided unless the information is encrypted i.e. transmitted in a coded format. NHSmail is the only British Medical Association and Department of Health approved email service for securely exchanging clinical data between NHSmail users. Therefore email should not be used for sending confidential information unless both sender and recipient are using an NHSmail account.  

· Otherwise

· a risk assessment should be undertaken by Caldicott/IG Lead in conjunction with the partners.

· the attachment should be encrypted i.e. using WinZip (version 9 or above).

Verbal communication:

· A considerable amount of information sharing takes place verbally, often on an informal basis. Difficulties can arise because of this informality particularly in modern open plan offices. Care should be taken to ensure that confidentiality is maintained in such discussions.

· If information is to be shared by phone, then steps need to be taken to ensure the recipient is properly identified. This can be done by taking the relevant phone number, double checking that it is the correct number for that individual / organisation and then calling the recipient back.

· Where information is transferred by phone, or face to face, care should be taken to ensure that personal details are not overheard by other staff who do not have a “need to know”. Where possible, such discussions should take place in private locations and not in public areas, common staff areas, lifts etc.

· Messages containing personal information should not be left on answer machines unless a password is required to access them. They should also not be stored on communal systems.

· Messages containing confidential / sensitive information should not be written on white boards / notice boards.

Communication by fax:

One of the most common breaches of confidentiality occurs when documents that contain patient identifiable information are sent by fax machine. Many fax machines are in corridors or open plan offices and are used by several different departments. People come and go collecting faxes but do not always check that all the pages belong to them; this increases the risk of information being seen by unauthorised persons. 

To combat this, many NHS organisations have designated certain fax machines as ‘Safe Haven’ machines. These are machines that are located in a secure area and are used to receive documents of a private and confidential nature. If the Practice has more than one fax machine, one of them should be designated as the Safe Haven machine and should be located in a secure environment. The Practice should put policies and procedures in place for the handling of confidential information received by fax, e.g. ensuring an appropriate person is responsible for collecting and delivering any faxed information to the appropriate person. 

If you are sending a fax to another organisation, ask for the Safe Haven fax machine.

No Safe Haven Fax machine?

If the organisation that you need to fax does not have a Safe Haven fax machine, then follow a few simple rules

DO …

· Telephone the recipient of the fax let them know that you are about to send a fax
containing confidential information 

· Ask if they will wait by the fax machine whilst you send the document

· Ask if they will acknowledge the receipt of the fax

· Make sure that you have clearly stated on the fax cover sheet that the information you are sending is confidential. Please see below for a suggested form of words*.

· Check the fax number you have dialled and check again that it is correct before sending

· Request a report sheet to confirm that the transmission was O.K. 

· If this fax machine is going to be used regularly, store the number in your fax machines memory.

*Suggested words for fax cover sheet

The information contained in this fax is STRICTLY CONFIDENTIAL and intended for the named recipient only. If you are not the named recipient you must not copy, distribute or disseminate this information, nor disclose its contents to any person.  If you have received this fax in error, please notify the sender immediately.   Thank You

DO NOT…

· Send faxes to where you know that the information will not be seen for a time.

· Send faxes at  times that maybe outside the recipients hours of work

· Leave information unattended whilst a fax is being transmitted

If you receive confidential information on your fax machine, it is your responsibility to inform the sender that you have received this information.

This guidance covers personal information about staff as well as patients

TREAT ALL PERSONAL INFORMATION AS IF IT WAS ABOUT YOU.

THINK HOW YOU WOULD LIKE IT TREATED. 

`
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